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e-mail: ruth.appleby@sefton.gov.uk
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AUDIT AND GOVERNANCE COMMITTEE - WEDNESDAY 18TH SEPTEMBER, 2019

I refer to the agenda for the above meeting and now enclose the following reports which 
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Report to: Audit and 
Governance 
Committee

Date of Meeting: Wednesday 18 
September 2019

Subject: Corporate Risk Management

Report of: Head of Corporate 
Resources

Wards Affected: All

Portfolio: Regulatory, Compliance and Corporate Services

Is this a Key 
Decision:

No Included in 
Forward Plan:

 No

Exempt / 
Confidential 
Report:

No

Summary:

The Corporate Risk Register is presented to each meeting of the Audit and Governance
Committee. Since the last Committee, the Corporate Risk Register has been fully
updated, with no new risks being identified or escalated from the service risk registers.
In addition, no risks have been removed from the risk register and there have been no 
changes in the risk scores.

Recommendation(s):

Consider the updated Corporate Risk Register, in particular noting the nature of the
major risks facing the Council, and the controls and planned actions in place to mitigate
these.

Reasons for the Recommendation(s):

A robust system of risk management will assist the Council in meeting its identified
objectives.

Alternative Options Considered and Rejected: (including any Risk Implications)

None

What will it cost and how will it be financed?

(A) Revenue Costs - There are no direct financial implications arising from this 
report. However, the Council benefits from the work of the section in reducing the impact 
and likelihood (and so the cost) of risk.

(B) Capital Costs - There are no direct capital cost implications arising from this 
report.

Implications of the Proposals:

Page 3

Agenda Item 8



Resource Implications (Financial, IT, Staffing and Assets):

There are no direct resource implications.
Legal Implications:

There are no legal implications.
Equality Implications:

There are no equality implications. 

Contribution to the Council’s Core Purpose:

The management of the Council’s risks will help to achieve the Council’s Core Purpose.

Protect the most vulnerable: Positive impact

Facilitate confident and resilient communities: Positive impact

Commission, broker and provide core services: Positive impact

Place – leadership and influencer: Positive impact

Drivers of change and reform: Positive impact

Facilitate sustainable economic prosperity: Positive impact

Greater income for social investment:  Positive impact

Cleaner Greener:  Positive impact

What consultations have taken place on the proposals and when?

(A) Internal Consultations

The Head of Corporate Resources (FD5787/19) and the Chief Legal and Democratic 
Officer (LD4011/19) have been consulted and any comments have been incorporated 
into the report.

(B) External Consultations 
No external consultation has been undertaken.

Implementation Date for the Decision

Immediately following the Committee / Council meeting.

Contact Officer: David Eden
Telephone Number: 0151 708 4053
Email Address: david.eden@sefton.gov.uk
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Appendices:

The following appendices are attached to this report: 

 Corporate Risk Register

Background Papers:

There are no background papers available for inspection.

1. Introduction/Background

1.1 Risk Management is defined as ‘systematic application of principles, approach
and processes to the task of identifying and assessing the risk and the planning
and implementing of risk responses’.

1.2 Whilst the process of risk management is routinely undertaken within the Council
in a number of areas, both at a strategic level and operationally, it is recognised
that there is scope to develop a more integrated risk management approach. This
report seeks to continue the process of formalising a system of robust Corporate
Risk Management, and embedding this into the organisation.

1.3 An updated Corporate Risk Register is presented at each meeting of this
Committee. The Corporate Risk Register has been reviewed by senior officers so
as to ensure that this reflects the most significant risks facing the Council, and
shows how the Council is managing these. This should give members assurance
that there is a robust corporate approach to the management of the most
significant threats to the achievement of the Council’s objectives. The updated
Corporate Risk Register is set out at Appendix A, for noting by the Committee.

2. Key Developments

2.1 Since the June 2019 meeting of the Committee, the Corporate Risk Register
has been fully reviewed and updated with comments from the risk owners.

2.2 No risk(s) has been removed from the register:

2.3 The scoring of the risks has been reviewed by the risk owners however due to 
there being no perceived changes in the risk environment for each risk the risk 
assessment scores have not been altered at this point.

2.4 No new risks have been identified since the last Committee meeting.
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Corporate Risk Register
Reported to:
Date: 11th September 2019

Details of Risk Inherent Risk

Existing Controls

Residual Risk Actions Target score
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Dedicated Schools Grant High
Needs Funding for Special
Educational Needs is
inadequate to meet
requirements.

Core Purpose
• Protect the most vulnerable
• Commission, broker and
provide core services

High Needs budgets are under considerable pressure
from increasing numbers of children being diagnosed
with complex and life-long SEND related issues.

National funding allocations are not increasing annually
to reflect increases in local population demand and so
any additional commissioned places need to be
financed from within existing budget envelope.

The number of pupils needing High Needs top-up
funding is increasing year on year, in-house provision is
at full capacity and external provision is very expensive
(3 or 4 times more expensive than in-house provision).

Central Government have advocated parental
preference for SEND provision with no additional
funding.

Overspending occurred in 2017/18 (£1.8m) and
2018/19 the overspend was (£1.9m+). Likely for
overspend to increase to £3 million for 2019/20 and
beyond.

Ofsted inspection affected.

Requirement to complete an action plan by DFE.
DSG overspend of more than 2% results in action plan
with Secretary of State and interventions (schools/high
needs block)

45% of Local authorities are currently affected in a
similar way

HoEE 5 5 25

Engagement with Head of Education Excellence and the SEN team Managers
on how costs can be contained.
Engagement with special schools actively working with individual schools to
review impact of any proposed changes to their funding, reviewing 3 year
financial plans, identifying any strategic savings to mitigate high calls on DSG
High Needs funding.
Review of place and top up levels of funding to special schools to try to reduce
costs.

Schools Forum agreed to move funding between the DSG funding blocks in
2018/19 (£0.45m from schools) and (£0.20m from Early Years) to help support
High Needs budget pressures in the current year, but this has proven to be
nowhere near enough to balance the budget

Late in 2016 the DfE provided each LA with grant funding to help provide
additional capacity to undertake strategic needs assessment of SEN provision
(£104k for Sefton). This grant was used in appointing an external consultant,
who engaged to undertake a High Needs review. The review has been
completed and has recommended areas for improvement

Additional funding from Central Government - £500k for 19/20 financial year
and similar available for 20/21 financial year to ease pressure.

In addition further work is being undertaken on alleviating the barriers to
inclusivity within mainstream settings and assessment of effectiveness of
capital spend to maximise mainstream settings for children and young people.

5 5 25

Lobbying of Government continues with a view to
securing increased funding.

Meeting with stakeholders to consider consultant's
recommendations and draft an action plan with
proposed resources .
Action plan to be presented to SLB with proposals on
resources to implement.

There is a review team plotting expected demand over
the next 5 years, so as to provide clarity on likely future
needs.

HoEE Oct 2019 2 4 8

Fi
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Market failure of Adult Social
Care provision.

Core Purpose
• Protect the most vulnerable
• Commission, broker and
provide core services

Lack of market engagement and market development
due to lack of capacity and resource.

Capability and capacity of the available workforce to
provide domiciliary care.

Lack of diversity of supply in the market to provide
choice and control

Inability to provide packages of care for service users

Inability to maximise the opportunity of reablement

Lack of alternative providers able to support social care

Poor quality service provision

Significant increase in unmet needs of service users
due to a fragile market that is not developing

HoASC/
HoSS 4 5 20

Market Position Statement 2014

Integrated Commissioning Group

Centralised Commissioning Support function

4 5 20

Full review of the Market Position Statement and
revision of the Market Position Statement

Review and align strategic plans to current contracts to
ensure Value for Money and objectives are met.

Development of new opportunities through working with
LCR, CCG and wider commissioning partnerships.

Commissioning priorities and full work plan.

Workforce development of the independent workforce.

Ensure involvement of key stakeholders

As per commissioning workshop, review structure and
workplan to deliver the above.

HoSS March 2020
Ongoing 3 4 12
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l Data breach resulting in the

wrongful release of personal
and/or sensitive information

Core Purpose
•  Place-leadership and
influence

Policies and processes coordinated by Information
Management and Governance Executive Group are not
adhered to, resulting in a higher incidence of breaches
caused by human error.

System error occurs.

Failure to comply with legal requirements; loss of
privacy, distress or harm to the data subject; damage to
Council's reputation; loss of public confidence; and
significant financial penalties.

All
Heads of
Service

4 5 20

Information management and governance, including data breaches and actions
to prevent data breaches, is overseen by the Information Management and
Governance Executive Group (IMGEG), which consists of Heads of Service
with lead responsibilities for key aspects of IMG (i.e. designated Chief
Information Officer, Senior Information Risk Owner and Lead officer for ICT
infrastructure) supported by other officers with key roles relating to IMG.

Each service has designated Information Asset Owners and Information Asset
Administrators. Policies, procedures, processes and issues are communicated
to these officers through the Information Management and Governance Tactical
Group.

Support, co-ordination, advice and guidance is provided corporately and
appropriate training/refresher training is in place.

The Council has implemented policies, procedures and processes to prevent,
manage and respond to potential and actual data breaches.

4 5 20

Appropriate resourcing, prioritisation and focus on information
management and governance across the Council include the
following:
Regular monitoring and review by IMGEG of policies,
procedures and processes to prevent, manage and respond to
potential and actual data breaches.
Ongoing review of information systems to ensure no
inappropriate or unforeseen data linkages exist within systems
or reports. Review of systems ahead of updates to identify any
unintended changes.
Ongoing education of staff and monitoring of activity by IAOs
and IAAs to identify and prevent areas of human error.
Regular review of information contained to ensure information
is accurate and any information that should be removed is
removed.
Regular reporting by IMGEG to SLB and Audit and
Governance Committee as necessary.
Maximise the opportunities from the Council's ICT
Transformation to increase and embed effective information
management and governance.

IMGEG Ongoing 3 2 6
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records effectively

Core Purpose
•  Place-leadership and
influence

The risk is amplified by the implementation of GDPR (in
particular the right to erasure and tighter deadlines for
response to Subject Access Requests).   In addition,
the Council’s Asset Maximisation programme which
may lead the Council to leaving, redeveloping or selling
buildings where records are held and moving to Paper
Light working arrangements.

Failure to comply with legal requirements relating to
retention, consideration, release or correct disposal of
historical information; damage to Council's reputation;
loss of public confidence; and significant financial
penalties.

Historical information is not stored or managed
correctly, such that it is lost, damaged or incorrectly
disposed of.

Not known to the organisation when making relevant
decisions; retained when it should have been correctly
disposed of.

All
Heads of
Service

4 5 20

Information management and governance is overseen by the Information
Management and Governance Executive Group (IMGEG), which consists of
Heads of Service with lead responsibilities for key aspects of IMG (i.e.
designated Chief Information Officer; Senior Information Risk Owner; and Lead
officer for ICT infrastructure), supported by other officers with key roles relating
to IMG.

Each service has designated Information Asset Owners and Information Asset
Administrators. Policies, procedures, processes and issues are communicated
to these officers through the Information Management & Governance Tactical
Group.

Support, co-ordination, advice and guidance is provided corporately and
appropriate training/refresher training is in place.

The Council has implemented policies, procedures and processes for the
management of information and has in place corporate contracts for
appropriate digitisation, disposal and archive storage services.

The Council has implemented a Historic Records Pilot Project to identify the
scale, condition and correct management of all historic records held. This
project reports regularly to IMGEG.

4 5 20

Appropriate resourcing, prioritisation and focus on
information management and governance across the
Council, including support for Information Asset Owners
and Information Asset Administrators including action on
the following.

Regular monitoring and review by IMGEG of policies,
procedures and processes for the management of
information, including historic information.

Regular monitoring and review by IMGEG of the
progress and implications of the Historic Records Pilot
Project, including reporting to SLB and Audit and
Governance Committee as necessary.

Maximise the opportunities from the Council's ICT
Transformation to increase and embed effective
information management and governance.

IMGEG Ongoing 2 3 6
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Failure to deliver allocated
budget and achieve savings
targets

Core Purpose
• Place-leadership and influence

Public Sector Reform and reduced ASC budget as part
of overall Council reductions

Increased demand and regulation and interdependent
with ASC risk noted above.

Overspend on council budget

Poor service reputation

Need to reduce services and workforce

Interdependent with ASC risk noted above.

HoASC 4 5 20

Regular budget monitoring, including monthly budget monitoring meeting and
updates giving clear picture of budget position across service

Scheme of delegation

Annual budget

Contracts with providers

Commissioning staff

Standard item on DMT and Managers Team Meetings

Exception reporting in place on spend and ASC waiver process

Review of high cost packages - move to existing

4 4 16

Devolved budget responsibilities and budget monitoring
arrangements developed

Clear identification of savings against targets relating to
PSR and other projects

Close working relationship with finance colleagues

Better forecasting and projections

Review of high cost packages

Robust review strategy in place

Finance
Service
Manager

HoASC

31/03/2020

Ongoing

Ongoing

Ongoing

October
2019
October
2019

3 4 12
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Financial sustainability post
2020.

Core Purpose
This risk is directly related to the
delivery of all aspects of the
councils core purpose

The national review of local government funding and
the next financial settlement places further strain on the
Council's overall medium term budget.

Due to the scale of budget reductions since 2010 there
is a risk that further suitable cost-saving/income
generating measures will be difficult to identify.

Degradation of service could have an adverse impact
on residents and communities

The  reputation of the Council may be compromised

Financial sustainability could be compromised

All
Heads of
Service

5 5 25

Work is on going to deliver financial sustainability up to and including 2019/20.
In addition to this work has commenced on developing the Medium Term
Financial Plan (MTFP) for 2020/21 and beyond together with initial work on
potential budget proposals and projects that could be developed under the
Framework for Change.

4 4 16

Develop the Council's MTFP for the 3 years from
2020/21 to 2022/23

Continually monitor the delivery of the current 3 year
budget

Start the development of budget proposals for 2020/21
and beyond as part of the Framework for Change 2020.

ELT and SLB Ongoing 2 3 6

Details of Risk Inherent Risk

Existing Controls

Residual Risk Actions Target score

R
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Inadequate capability to prepare
for and respond effectively to a
major incident affecting the
Council or occurring in Sefton as
per the Council's responsibilities
under the Civil Contingencies
Act 2004.

Core Purpose
• Facilitate confident and
resilient communities
• Cleaner and greener

A major incident occurs affecting the Council or the
Borough.   This risk is accentuated as the government
has determined the terror threat level as "severe" and
was raised to "critical" on two occasions in 2017.

1) Loss of human life, illness or serious injury

2) Major damage or destruction to infrastructure,
property and/or the environment

3) Disruption or loss of critical services such as
transport, communications, utility services

4) Reputational or financial harm to the authority

All
Heads of
Service

4 5 20

Emergency Response Manual and Major Incident Guidance in place.

Revised Command and Control structure in place which defines Strategic and
Tactical level officers.

Emergency Duty Co-ordinators invited to attend quarterly briefing sessions and
all are able to access Resilience Direct containing incident response plans.

Relevant training provided to Emergency Duty Co-ordinators and volunteers on
an ongoing basis.

Attendance and participation in Merseyside Resilience Forum and joint
planning across Merseyside.

Humanitarian volunteers in place and team strengthened following successful
recruitment drive.

Plans for response and recovery are the subject of ongoing review and update,
particularly in light of the government's assessment of the terror threat level as
"severe".

Ongoing development and review of supporting plans.

Business Impact Analysis training for the Risk and Resilience team has been
completed.

Ongoing exercise of plans and involvement of Strategic and Tactical level
officers.

4 4 16

Business Continuity Planning Implementation Plan has
been devised and is currently being implemented.  This
includes the following:

Business Continuity Policy and strategy has been
devised and approved

Business Impact analysis across all services are
currently being undertaken.

Business Continuity Plans to be devised during 2019

Business Continuity Testing and exercising to be
undertaken.

All Heads of
Service

March -
September

2019
3 2 6
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Failure to adequately invest in
the Highway network and
associated assets.

Core Purpose
• Facilitate sustainable economic
prosperity

Budget reductions; inadequate funding levels to meet
need.

Deterioration of highway assets

Potential increase in claims

Financial and reputational risks

Potential increase in accidents resulting in injury and/or
death

Ho
H&PP 4 5 20

Essential work is prioritised within available budget. Regular inspections of
most assets to monitor and guide prioritisation of works in order to mitigate risk.

Regular updates provided to Cabinet Member.

Preventive surface treatments used to prolong the life of the network and to
treat more of it than if more long-term maintenance solutions were used (i.e.
resurfacing)

4 4 16 Seek opportunities for additional external funding via
LCR/CA to maintain and improve network. THI SM Ongoing 2 3 6
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The Council is the victim of a
cyber attack.

Core Purpose
• Protect the most vulnerable
• Commission, broker and
provide core services

Malware, ransomware or another virus infects the
Council's systems.

Services will not have access to systems and data as
standard, and will have to fall back on non-ICT delivery
methods, albeit without access to key data.

Data breach occurs.

Financial impact of ransom.

Reputational damage

HoCR 4 5 20

Cyberattack prevention measures are in place, including

- Upgraded Council firewalls and active SIEM monitoring service.
- Anti malware tools
- New Acceptable use policy ready for deployment
- LGA Stocktake completed
- PSN Accreditation achieved

Back-up disaster recovery facility is in place at a separate site, allowing Agilisys
to restore the top 20 critical systems.

Agilisys has a Business Continuity-Disaster Recovery plan in place which
covers an action plan for this priority restoration, and the subsequent
restoration of all other systems.- this is aligned to the Business Continuity work
programme

Ongoing monitoring in in place via ICT governance arrangements
Windows Defender anti-virus software is constantly updated- the Council will
move to ESET imminently

Communication to employees regarding the rise in malware attacks is in place,
with plans to roll out better user education on this topic.

4 4 16

The ongoing ICT Transformation programme will see
the majority of systems and data migrated to Microsoft
Azure cloud hosting, which will reduce the overall risk;
however a review of all security controls is underway by
the Security Committee

Deployment of industry standard ESET solution in
progress

Formal rollout of Cyber Security Awareness training.

Develop new Business Continuity-Disaster Recovery
plan in line with wider Corporate review of Business
Continuity

HoCR Ongoing 2 3 6

Details of Risk Inherent Risk

Existing Controls

Residual Risk Actions Target score

R
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Failure to make progress in
Ofsted and CQC SEND
Improvement Plan following re-
visit and notice to improve.

Core Purpose
• Protect the most vulnerable
• Commission, broker and
provide core services

Pupils with EHCPs do not make progress in
comparison with peers

Partnership does not improve the SEND system and
hold each other to account.

Co-production with parents not clearly evidenced

Lack of progress in joint work with health

Notice to Improve remains in place beyond 2 year
improvement plan

Outcome for children does not improve.

DfE considers intervention to deliver services.

HoEE 4 4 16

Improvement Board in place chaired by Cabinet Member

Governance arrangements in place with sub-group structure and clear Terms of
Reference

Sefton Parent Carers Forum members of the Board

Bi - monthly reporting to DfE and CQC advisors

Data dashboard developed to clearly monitor performance and rate of progress

Staffing reviewed and resources identified to support improvement

4 4 16

Increased accountability to Health & Wellbeing board

Strong links with Sefton Parent Carer Forum with HoS
for Communities taking the lead and a co-production
sub group.

Implementation of actions identified in action plan (part
way through planned actions)

Outcome of Ofsted Inspection April 2019 and proposed
actions to be shared with the Health and Wellbeing
Board - September 2019.

HoEE June 2021 2 4 8
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Inadequate child and school
record system

Core Purpose
• Protect the most vulnerable

Lack of capacity to change and system investment

Paper files

Labour intensive filing/recording/use of and validity of
data

Performance can not be effectively monitored

Missed deadlines national perfomance indicators and
FOI/subject access requests

No ROPA completed

HoEE 4 4 16

Project implementation in development and board being set up.

Options appraisal being undertaken to look at most appropriate system.

Project has been given high priority to support SEND improvement

Digitisation of Paper files in progress.

CAPITA system – partial use

4 4 16

Options appraisal will identify most appropriate system

Procurement of system with possible update of modules
to ensure full capability

Governance board being developed

HoEE April 2020 2 4 8
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Failure to mitigate risks of, or
develop and maximise
opportunities from EU Exit

Core Purpose
• Protect the most vulnerable
• Place-leadership and influence
• Facilitate sustainable economic
prosperity

Implications of Brexit, both positive and negative, for
Sefton and wider city region not fully understood
making planning for the event challenging

Lack of clarity at Central Government level regarding
the details of Brexit (including but not limited to deal
implications, timescales)

Ineffective engagement with partners across the region
on implications and opportunities

Increased costs to Council
Service delivery to residents negatively impacted
Loss of reputation

Not positioned to proactively facilitate maximisation of
any opportunity arising from Brexit in the borough, and
in the wider city region

Exec
Director

(SW)
4 4 16

The Council monitors for the launch of consultations and publication of
briefings.
Consultations/calls for evidence have been launched by Government regarding
transport trends and the sustainable delivery of goods.
The Council is represented and engaged in the City Region's Brexit working
group, and wider stakeholder groups
An internal steering group has been set up consisting of officers from across
the organisation.  An identified SPOC for EU Exit matters has been identified
(Stephen Watson).
Risks associated with Brexit documented following an external facilitated
session
There is regular liaison with with Merseyside Resilience Forum, highlighting any
potential risks at a local level. MRF multi-agency SCG and TCG meetings to be
reconvened.

4 4 16

All reporting for EU Exit is currently stood down - to be
resumed August 2019 - deleted.
Monthly monitoring/review of MRF risks will continue as
a watching brief for continued intell e.g. EU elections,
protester activity, EU Settlement comms. - delete
Proactive engagement to continue in CA working groups
and with central government.
Weekly steering group meetings, developing and
maintaining specific risk registers and required analyses
Communications Team are engaged internally and
represented on the MRF Communications Cell in place
for EU Exit matters.
On-going development of business continuity plans for
service provision

All Heads of
Service Ongoing 4 3 12

Details of Risk Inherent Risk
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Report to: Audit and 
Governance 
Committee

Date of Meeting: Wednesday 18 
September 2019

Subject: Risk and Audit Service Performance Report

Report of: Head of Corporate 
Resources

Wards Affected: All

Portfolio: Regulatory, Compliance and Corporate Services

Is this a Key 
Decision:

No Included in 
Forward Plan:

 No

Exempt / 
Confidential 
Report:

No 

Summary:

This report details the performance and key activities of the Risk and Audit Service for
the period 14 June 2019 to 6 September 2019.

Recommendation(s):

Members are requested to:
(i) Note the progress in the delivery of the 2019/20 Internal Audit Plans and the activity 
undertaken for the period 14 June 2019 to 6 September 2019.
(ii) Note the contributions made by the Health and Safety, Insurance, Assurance and 
Risk and Resilience teams in managing the Council’s key risks.

Reasons for the Recommendation(s):

Approval of the recommendations will facilitate the continued provision of a 
comprehensive and effective Risk and Audit Service.

Alternative Options Considered and Rejected: (including any Risk Implications)

None

What will it cost and how will it be financed?

(A) Revenue Costs - There are no direct financial implications arising from this 
report. However, the Council benefits from the work of the section in reducing the impact 
and likelihood (and so the cost) of risk.

(B) Capital Costs – There are no capital costs arising from this report.
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Implications of the Proposals:

Resource Implications (Financial, IT, Staffing and Assets):

There are no specific resource implications from the report.
Legal Implications:

There are no specific legal implications arising from the report.
Equality Implications:

There are no equality implications.

Contribution to the Council’s Core Purpose:  The Council’s Risk and Audit Service
is a key enabler to the delivery of the Council’s Core Purpose as set out below:

Protect the most vulnerable: Positive

Facilitate confident and resilient communities: Positive

Commission, broker and provide core services: Positive

Place – leadership and influencer: Positive

Drivers of change and reform: Positive

Facilitate sustainable economic prosperity: Positive

Greater income for social investment: Positive

Cleaner Greener: Positive

What consultations have taken place on the proposals and when?

(A) Internal Consultations

The Head of Corporate Resources (FD5788/19) and the Chief Legal and Democratic 
Officer (LD4012/19) have been consulted and any comments have been incorporated 
into the report.

(B) External Consultations 

None

Implementation Date for the Decision

Immediately following the Committee / Council meeting.

Contact Officer: David Eden
Telephone Number: 0151 708 4053
Email Address: david.eden@sefton.gov.uk
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Appendices:

The following appendices are attached to this report: 

 Risk and Audit Service Performance Report 

Background Papers:

The following background papers, which are not available elsewhere on the Internet can
be accessed on the Council website:

 Internal Audit Plan 2019/20 (as approved by this Committee on 20 March 2019)

1. Introduction/Background

1.1 The Risk and Audit Service is managed by the Chief Internal Auditor, who reports
to the Head of Corporate Resources.

1.2 The mission of the service is “to deliver a first-class risk and audit service that is
highly respected and valued by Sefton and is the envy of our peers”.

1.3 The Service has the following objectives:
 To lead the Council in embedding a system of internal control and risk 

management that facilitates the achievement of the organisation’s objectives.
 To be a valued corporate influence in promoting the due consideration of

risk in Council decisions, strategies and plans.
 To align the service with the Council’s changing needs.

1.4 In delivering this mission and objectives, the Service encapsulates the following
teams:
 Internal Audit
 Health and Safety
 Insurance
 Risk and Resilience
 Assurance

1.5 This report summarises the main aspects of the performance of the Service during
the period 14 June 2019 – 6 September 2019, and gives members a detailed 
overview of the following areas:
 Internal Audit:

o work undertaken in the period, including a summary of work and an
o outline of the high priority recommendations made
o performance against Key Performance Indicators
o developments relating to this part of the Service.

 Health and Safety, Insurance, Assurance and Risk and Resilience:
o work undertaken in the period, with key data provided
o developments relating to these parts of the Service.

1.6 The report concludes by looking ahead to the forthcoming activities being
undertaken by the service.
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1. Executive Summary

1.1 This report summarises the performance and activity of the Risk and Audit Service for the period 14 June 2019 – 6 
September 2019.

1.2 The report covers each of the areas of the service:

 Internal Audit
 Health and Safety
 Insurance
 Risk and Resilience.
 Counter Fraud

1.3 The report highlights the following key points:

 This has continued to be a busy period for the Service, with the completion of a number of key pieces of work.  The 
performance indicators and key data in this report reflect this positive progress.

 The service continues to seek to support the effective management of risk, which is especially pertinent as the Council 
transforms.

 The development of the service continues, with a number of improvements having been completed in the period.
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2. Introduction

2.1 The Risk and Audit Service is managed by the Chief Internal Auditor.

2.2 The mission of the Service is “to deliver a first-class risk and audit service that is highly respected and valued by Sefton and 
is the envy of our peers” and the Service has the following objectives:
 To lead the Council in embedding a system of internal control and risk management that facilitates the achievement 

of the organisation’s objectives
 To be a valued corporate influence in promoting the due consideration of risk in Council decisions, strategies and 

plans
 To align the service with the Council’s changing needs.

2.3 In delivering this mission and objectives, the Service encapsulates the following teams:

 Internal Audit – this statutory service provides the internal audit function for all areas of the Council, including 
maintained schools.   Internal Audit can be defined as: “an independent, objective assurance and consulting activity 
designed to add value and improve an organisation’s operations. Internal Audit helps an organisation accomplish its 
objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk 
management, control and governance processes.” (Public Sector Internal Audit Standards)

 Health and Safety – supports Council officers and members in providing an effective health and safety management 
system that meets the Council’s statutory health and safety duties; thereby controlling the risks of injury and ill health 
to staff and others affected by the Council’s activities.

 Insurance – fulfils the duty to provide an appropriate insurance service for the Council, including claims management, 
advice on insurance issues and the management of insurable risk.

 Risk and Resilience – develops risk management and mitigation strategies for the Council on emergency planning 
(ensuring that the Council meets its statutory responsibilities as a Category 1 responder under the Civil Contingencies 
Act 2004), public safety and business continuity issues. 

 Assurance Team – will develop a Counter Fraud strategy and co-ordinate the development of counter fraud services 
across the Council.
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2.4 This report summarises the main aspects of the performance of the Service for the period 14 June 2019 – 9 September 
2019, covering the following areas:

 Internal Audit: 
 work undertaken in the period, including a summary of work completed and an outline of the high priority 

recommendations made.
 performance against Key Performance Indicators
 anti-fraud update
 developments relating to this part of the Service.
 Health and Safety, Insurance and Risk and Resilience:
 work undertaken in the period, with key data provided where applicable 
 developments relating to these parts of the Service.

2.5 The report concludes by looking ahead to the challenges which will be addressed in the forthcoming period.
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3. Internal Audit: Performance Update

3.1 Work Completed 

During the period 25 May 2019 – 5 September 2019, 18 audits were completed.  These can be summarised as:

Recommendations
Audit Title Audit Opinion High Medium Low

2019/2020

Corporate Governance (Annual Governance Statement) 
– final to be issued this w/c 12/8/19

Moderate
3 Significant Governance issues

1 10 1

ICT Leavers Moderate 0 4 2
Accounts Payable Major 8 5 0
Accounts Receivable Major 7 10 6
One Stop Shops – cash handling Moderate 4 2 5
Melling Primary School Moderate 1 5 1
Private Vehicle Sales Follow-up review Recommendations implemented
Treasury Management follow-up review Recommendations implemented
M58 2019/20 Q1 Grant Certification Assurance provided to facilitate certification
STEP 2019/20 Q1 Grant Certification Assurance provided to facilitate certification
Troubled Families – Period 14 Grant Certification Assurance provided to facilitate certification
A59 2019/20 Q1 Grant Certification Assurance provided to facilitate certification
Urban Traffic Control 2018/19 Q4 Grant Certification Assurance provided to facilitate certification
Urban Traffic Control 2019/20 Q1 Grant Certification Assurance provided to facilitate certification
ASC Systems Development (previously LAS Project) Ongoing Assurance Provided
LCS Project Ongoing Assurance Provided 
Operational Risk Register Ongoing support provided
Business Continuity Ongoing support provided

Where the audit is at draft stage the audit is annotated in italics in the above table
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The high priority recommendations outlined in the audit reports can be summarised as:

Accounts Payable 
 A number of recommendations have been suggested to improve the controls used to manage Accounts Payable 

effectively including updating documented procedures for staff to follow, updating the Council’s Financial Procedure 
Rules, ensuring that purchase orders are issued appropriately and there is adequate segregation of duties is in place 
for refunds. 

Accounts Receivable
 A number of recommendations have been suggested to improve the controls used to manage Accounts Receivable 

effectively including updating documented procedures for staff to follow, updating the Council’s Financial Procedure 
Rules, design of Key Performance Indicators, earlier intervention to chase debts and the accounting treatment of the 
write off of debt from a central budget to service areas.

One stop Shops
 A number of recommendations have been suggested to improve the control of cash at the One stop shops including 

key management, the inclusion of floats on the Council’s balance sheet, existing procedural notes to be updated and 
cash records to be held in accordance with document retention guidelines. 

3.2 Key Performance Indicators 

Description and Purpose Target Actual Variance and Explanation
Percentage of the Internal Audit Plan completed 2019/2020
This measures the extent to which the Internal Audit Plan agreed by this 
Committee is being delivered.  The delivery of the Plan is vital in ensuring 
that an appropriate level of assurance is being provided across the 
Council’s systems.

37%
See graph 

below

30%
See graph 
below and 
narrative

8%
 Small impact of sickness 

absence
 Time lag between the 

appointment of the Audit 
Manager role and the 
replacement Principal 
Auditor.
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Description and Purpose Target Actual Variance and Explanation
Percentage of Client Survey responses indicating a “very good” or 
“good” opinion
This measures the feedback received on the service provided, and seeks 
to provide assurance that Internal Auditors conduct their duties in a 
professional manner.

100% 100% No variance

Percentage of recommendations made in the period which have 
been agreed to by management
This measures the extent to which managers feel that the 
recommendations made are appropriate and valuable in strengthening 
the control environment.

100% 100% No variance

Percentage of audit recommendations implemented at the original 
target date
This measures the extent the effectiveness and timeliness to which 
management implements audit recommendations. Provides assurance 
that control weakness are addressed promptly.

65% 100%

    

21%

37%

65%

88%

100%

15%

30%

0% 0% 0%

To 13/6/18 To 05/9/18 To 21/11/18 To 07/03/18 To 31/3/18
0%

10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

Target
Actual

Figure 1: Percentage of the Internal Audit Plan 2019/20 Completed (profiled to coincide with the Audit and Governance Committee reporting dates)       
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3.3 Anti-Fraud 

The following anti-fraud work has been undertaken during the period:

 A series of messages continues to be posted on a rotational basis on the Council’s website, Yammer, intranet and 
social media to encourage staff and residents to report suspected fraud, and to provide a deterrent effect.  

 The Team co-ordinates the Council’s involvement in the National Fraud Initiative (NFI) in which the Council is 
required by law to participate.  A total of 1,127 matches have been reviewed by officers since the matches were 
released in February.  The work undertaken in checking the NFI matches has resulted in the identification of eight 
errors and one suspected fraud for which Internal Audit is providing ongoing support to the relevant service.  A 
total of £19k is in the process of recovery. 

3.4 Public Sector Internal Audit Standards

As previously reported to the Committee, following the external assessment in March 2018 which confirmed that the service 
“generally complies” with the Standards the team, the Audit Team has been continuing to implement the Development Plan 
to ensure the continued development and improvement of the service going forward, with a particular emphasis on the 
service being able to meet the expectations of a modern service.

3.5 Resources

 The previous report highlighted that the Audit Team was in the process of being re-structured which has now been 
completed. One of the previous vacant posts, Value For Money (VFM) Auditor, has been changed to a Trainee ICT Auditor 
which will enable the team to have the competence in the medium term to undertake more specialist technical reviews of 
the Council’s ICT activities. The issues around VFM will not be lost and will be considered by the Internal Auditors in every 
review that is undertaken. Recruitment for the Trainee ICT Auditor is due to start in September 2019.

 A temporary Principal Auditor was recruited on the 24th June 2019 to provide support to the Internal Audit Team whilst the 
post holder has been seconded to the Audit Manager role. 
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4. Health and Safety: Performance Update

4.1     Work Completed 
 
          During the period, the following key pieces of work/projects have been undertaken:
 

 The Health and Safety team continue to work with Property Services to facilitate the formal definition of building related 
statutory compliance responsibilities for buildings where the Heads of Service currently have responsibility.  

 Following the retirement of a member of the Health and Safety Team a temporary Health and Safety Adviser has been 
employed with effect from July 2019 for six months to provide capacity whilst a recruitment exercise is undertaken.

 Planning for a Council wide training exercise for managers undertaking risk assessments has started with the proposed 
training due to take place in October and November 2019 for all managers who have one member of staff or more. The 
training will require managers to refresh the existing risk assessments in place for their area of responsibility.

 Revised risk assessment guidance including generic template risk assessments has been devised and will be formally 
issued to managers in September 2019.

 There is an IOSH Managing Safely four-day course planned for September which will take place over a two-week period 
and is being delivered by Gallagher Bassett as part of the insurance contract for all Health and Safety Co-ordinators.

 Meetings continue to be held with the Health and Safety Co-ordinators who champion health and safety across the service 
areas.  They have recently been tasked with considering how first aid provision is provided and identifying the status of 
embedding risk assessment across the Council.

 Planning is underway on devising a Health and Safety Training Needs Assessment which will eventually build into a 
Council-wide Health and Safety Training Plan. 

 Draft Health and Safety Key Performance Indicators have been devised
 An e-learning Health and Safety Induction training package has been devised and shared with Corporate Learning for 

inclusion in the Council’s e-learning package.
 An annual report on health and safety has been produced and will be presented to Cabinet for approval in the Autumn.

    4.2     Key Incident Data  
 

The chart below describes the key incident data to the period 1 September 2018 to 13 August 2019 as reported by managers 
on the Council’s incident reporting system:
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           The following trends have been identified in the incidents reported:
 Physical impact incidents have increased and are now the largest cause of incidents
 Slips and Trips remain a significant trend in the data. 
 There has been a small increase in verbal abuse reports although there is still perceived under reporting across the 

Council.                    

The incidents reported through the incident reporting system are reviewed by the Health and Safety Team on an on-going 
basis.
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The graph below shows the number of incidents reportable under Reporting of Injuries, Diseases and Dangerous 
Occurrences Regulations (RIDDOR) reportable accidents from Quarter 1 2017/2018 to date

There has been only one RIDDOR incident reported during the quarter which is an improving trend over the previous 
rolling 12 months.  The incident involved the handling of a load at a Council site by an employee where the supplier 
provided a label on the goods with an incorrect weight. The investigation has resulted in the supplier being approached to 
understand the background to the issues and ensure that there is no future re-occurrence. 
 
The current trend on RIDDOR incidents is a slow improvement from the initial spike in Q3 – 2018/2019 as the new system 
was introduced.  There were no significant trends or incidents within the data that required intervention and there has 
been no contact with Health and Safety Executive regarding any of the reports.
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4.3     Developments
 

There will be a continued focus during the next quarter of delivering the Health and Safety Improvement Plan with planned 
priorities including:

             
 Devising a health and safety training needs assessment that can be adopted across the Council.

 Delivery of a risk assessment training presentation for all managers who have responsibility for one member of staff or 
more and undertake risk assessment training

 

    

P
age 27

A
genda Item

 9



Page 14 of 27

  
5. Insurance: Performance Update

5.1     Work Completed 

During the period, the following key pieces of work/projects have been undertaken: 
 
 A considerable amount of the Team’s time has been spent on preparation for the upcoming renewal of insurances for 

the Authority and associated subsidiary companies (Sefton New Directions, Sandway Homes).  After collaborating with 
all service areas and senior management, proposal forms have been completed and sent to Brokers in order that they 
can present Insurers views on cover, rates and premiums prior to the renewal date of 29th September 2019.  Initial 
indications show that there should be no major changes.

 A mini tender exercise is also underway via The Chest to enable the procurement of more specialist policies in a more 
transparent way and to identify value for money.  These policies relate to:

o Premises Pollution for Sefton Council 
o Directors and Officers Insurance for the Mayors Charity
o Directors and Officers Insurance for Sefton New Directions 
o Directors and Officers Insurance for Sandway Homes 
o Professional Indemnity and Public Lability for Sefton Arc

The policies were procured last year outside of the main Insurance Tender due to their specialist nature. In addition, 
quotes for Cyber cover have also been requested and these will be considered in line with the agreement between 
Sefton and Agilisys for a decision to be made on such a requirement for the Council going forward.

 In June, the Team attended the annual Alarm Conference at Manchester University.  As well as this providing an 
opportunity to network with peers from other local Authorities and various suppliers in the market (Insurers, Brokers, 
Loss Adjusters etc), the Team also attended workshops where topics included legal updates, challenges of 
commercialism, risk assessments, fire investigation and abuse. 

  
 Following on from the Alarm Conference initial meetings have recently been held with a number of insurance brokers 

within the Local Authority sector to build knowledge of their service offering and the staff involved which will assist with 
the upcoming tender for the Council’s Insurance Broker in Quarter 4 2019/20.  
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 To assist Tourism colleagues in the running of their annual events, cancellation insurance has been sought and procured 
on their behalf for both the Southport Air show and British Musical Fireworks Championships.       

  
 The Council continues to defend cases robustly to protect the public purse.  The team also works extensively with 

Service Teams to improve the management of insurable risk in areas where there are high numbers of claims.  The 
Council generally has high defensibility rates and such risk management activity will assist in maintaining and potentially 
improving the position further.  An area that requires strengthening has recently been identified within the Authority’s 
car parks and work is currently underway to assist the relevant service areas in gaining the best out of their available 
resources in order to provide as much of a defence to claims received as possible. 

 To assist with strengthening awareness of the Team’s areas of work, the Intranet page for Insurance has recently been 
updated, in line with others within the Risk and Audit Service.

 The Insurance Team have been working with insurers to provide information to enable the annual renewal of the 
Council’s Insurance arrangements on the 29th September 2019.

 
5.2       Key Claims Data  
 

The following graphs outline the insurance performance and include: 

 Numbers of claims for Public Liability (PL), Employers Liability (EL) and motor received by Sefton Council for the 
period 1st May 2018 to 31st July 2019.

 Value of the reserves for PL, EL and motor claims received by Sefton Council for the period 1st May 2018 to 31st July 
2019.

 The average value for PL, EL and motor claims received by Sefton Council for the period 1st May 2018 to 31st July 
2019. 
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         The graph below outlines the number of claims for PL, EL and motor between the 1st May 2018 to 31st July 2019

Claims Received 1st May 
2018 - 30th July 2018

Claims Received 1st Aug 
2018 - 30th Oct 2018

Claims Received 1st Nov 
2018 - 31st Jan2019

Claims Received 1st Feb 
2019 - 30th April 2019

Claims Received 1st May 
2019 - 31st July 2019
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No. of Claims for PL, EL and Motor Claims
1st May 2018 to 31st July 2019 (last 5 quarters)

 

There has been a steady reduction in PL claims over the last five quarters with claim numbers reducing by 28% from May 
2018 to July 2019.  The reduction occurred in the last nine months and is due in part to the long-standing impact of the 
introduction of the insurance portal which has given litigant representatives lower fixed fees.  The ability for the Council to 
defend claims could also be a factor. Whilst volume of claim numbers has reduced the claims that are being received are 
more complex and corresponding have higher reserves.

EL claims have remained consistently low throughout the period which is a continuance of historical good performance. 

The numbers of motor claims have varied, however remain higher than at the outset of the period. The significant majority 
of the motor claims received are minor scrapes and bumps to our own fleet of vehicles.
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The current profile of claims numbers on all three areas presents no sign for concern at this point. The numbers will 
continue to be monitored for any changes in trend.
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May 2018 - 31st July 
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Claims Reserves 1st 
Aug 2018 - 31st Oct 

2018
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May 2019 - 31st July 

2019
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Value of Reserves (£) for PL, EL and Motor Claims
1st May 2018 to 31st July 2019 (last 5 quarters)

 

Claim reserves are allocated by the Insurer independent of the Council and are determined by the type of injury sustained 
to third parties and/or damage occasioned to their property. 

As expected, due to the number of PL claims steadily reducing, the value of reserves for the same has also reduced with 
the exception of the February to April 2019 period which saw an increase of 65% from the previous quarter. This is due to 
more serious and/or complex claims being presented. However, for the last quarter, reserves once again decreased by 
42% remaining lower than the first quarter by the same percentage.

Although EL claims have remained at a low level, reserves have varied over the period however this is due to the numbers 
received and injuries sustained.  
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Motor reserves have, except for the August to October 2018 period, have not varied considerably.  The large spike in 
reserves for the August to October 2018 period is due to the increase of claims received in the period and a number of 
larger valued claims.  However, by the end of the reporting period the reserves have decreased significantly again.

The trends in claims performance, whilst currently showing no areas of concern, will continue to be monitored.
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2018

Average Claim Reserves 
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2019
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The above graph demonstrates that the trends discussed in the number of claims and the value of the reserves are reflected 
in their impact on average claims size.

 Average PL claims size has varied during the quarter and has decreased at the end by 20 % compared to the outset.
 Average EL claims size has varied during the quarter and has seen a minimal 2% decrease at the end compared to 

the outset.
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 Average motor claim size has reduced from £726 to £464 although there was a peak in in August to October 2018 
of £6k which takes into account a slight increase in number of claims received in the period and a small number of 
larger claims affecting the average. 

         
5.3     Developments

 Plans are still underway, in conjunction with colleagues from the Health and Safety and the Property and Asset teams 
to discuss the findings and suggested improvements highlighted in Zurich’s Portfolio Risk Review report and to draw up 
an action plan to address the findings. 

 Towards the end of the year, and to progress from the initial meetings held with suppliers previously mentioned, work 
will commence on preparing the new Tender for the Council’s Insurance Brokerage as the current contract expires on 
the 31st March 2020.  

 The end of the year will also see liaison with the Chief Legal & Democratic Officer to establish a new contract for the 
representation of the Council in litigated insurance claims via the North West Legal Consortium Framework to be 
effective from 1st April 2020.

 A review of the Property Schedule utilised by the Insurance Team to establish a list of Council owned buildings 
requiring insurance and their value for such purposes is required to be undertaken to align service areas to the new 
 corporate operating structure.  

  Completion of the annual insurance renewal by the renewal date of 29th September 2019.

 Following the extensive review of the structure of Figtree, the insurance claims reporting system, that was highlighted 
in the last update, work continues in order to align service areas within Figtree to the new corporate operating 
structure. 

 Options to re-value for insurance purposes a sample of the Council’s buildings to ensure that the valuations are up to 
date are still being explored as are options to obtain external valuations for the art paintings, silverware and other 
artefacts located in Bootle and Southport Town Halls.

 The allocation of risk management days will continue to be used to develop the Council’s management of risk and its 
impact on insurable risk.  The days have already been used to great effect to supplement the Council’s inhouse training 
offer. 
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 As the Council continues to change and commercialism develops, discussions will continue with the Authority’s 
Insurance Broker to ensure that all new risks/liabilities to the Council and associated companies are identified, and 
where appropriate relevant insurance cover is sourced and procured. 

 Regular meetings will continue with Brokers, Insurers and Claims Handlers throughout the year to ensure the smooth 
running of the Councils contract with each provider. 

  In order to keep up with current legislation, trends in claims and the insurance market in general, the Team will   
continue to attend any free of charge seminars, workshops or meetings offered from market suppliers. 
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6. Risk and Resilience: Performance Update

6.1 Work Completed 

During the period, the following key pieces of work/projects have been undertaken:

 Implementations of the actions identified in the Risk and Resilience Improvement plan continue to take the work areas 
of Emergency Planning, Business Continuity and Risk Management forward. Actions include:
o Supporting a live play exercise with One Vision Housing and Merseyside Fire and Rescue Service which took 

place on 27 June at Irlam House, Bootle.
o Participation in a multi – agency table top exercise with Merseyside Resilience Forum to consider implications and 

response to a cyber attack
o A briefing to Chairs of local Safety Advisory Groups

 The Risk Team have reviewed a sample of operational risk registers returned for the Quarter 2 period and provided 
feedback to risk owners for action at the Quarter 3 review period.

 An exercise has been completed to explore positive risk or risk opportunity, initially within the Risk and Audit team. 
The learning from this session will be further explored with all service areas across the council.

 The Corporate Risk Register has been reviewed and is due to be presented to the Audit and Governance Committee 
for approval. As part of the review process meetings have been held with risk owners to assess the current position of 
their risks and further meetings will take place to ensure continual improvement to risk management arrangements 
across the Council. 

 Following completion of Business Impact Analyses (BIA) for all service areas of the Council, a template for a Business 
Continuity Recovery plan was developed. The data collected from the BIA’s and from further meetings with relevant 
plan owners was used to populate the recovery plans from across all the service areas. This work is now almost 
completed.

 A member of the Risk Team gave a presentation on all aspects of implementation of a Business Continuity 
Management system at the recent Finance Department away day. This raised awareness of Business Continuity 
arrangements in place across the departmental teams and introduced the E learning module for all staff to complete. 
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 Participation in an exercise to test the planning for Southport Airshow which was held on the 6 – 8 September. 

 Work has started around the production of a Finance Department emergency plan to highlight specific capability and 
contribution that may be required as part of the Council’s overall emergency response.

6.2 Developments 

 The Team will work towards developing a greater understanding of the Council’s risk appetite and this, along with the 
continual review of risk registers across all levels will ensure robust risk management arrangements are embedded 
across the Council.  

 The next priority for Business Continuity will be to develop the exercising and testing of plans produced.  

 Develop service area and site-specific Business Continuity plans for approval.

 The next priorities for emergency planning include:
o The development of service area emergency plans to underpin the Major Emergency Guidance and identify the 

operational capability required to support the strategic and tactical emergency management structures
o Continue to support Emergency Duty Officers and promote appropriate training opportunities 
o Develop and deliver Rest Centre Management training and a multi-agency Rest Centre exercise.  
o Review of London Bridge arrangements and exercise to test current plans
o Continued involvement in EU Exit
o Organise a multi-agency exercise on 30 September to raise awareness of shoreline pollution response and recovery
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7. Counter Fraud: Performance Update

7.1 Resources 

 Historically Internal Audit has a number of responsibilities in the prevention and detection of fraud, bribery and 
corruption. The 2019 Finance Services review, approved by Council in February 2019, set out proposals around how 
the service should be structured to maximise efficiency and promote effective working arrangements across the Council.  
Existing organisational arrangements for the Risk and Audit Team included a revised structure and proposals around 
the integration of the Council’s Client Quality and Assurance Team within the Risk and Audit Team structure following 
the ending of the Council’s ten-year partnership with Arvato in October 2018. 

 From 1 July 2019, the role of the Assurance Team (Assurance Manager and 1.7 FTE Assurance Officers) is to continue 
to provide assurance on key elements of the Revenue and Benefits processes, the approach to corporate debt, 
reviewing the internal policies and procedures, working with the Council’s Legal Services and checking that appropriate 
actions are being taken for the recovery of all debt in accordance with policy, procedures and legislation.

 The Assurance team will also be carrying out value for money and counter fraud activity across the Council with the aim 
of maximising revenue and minimising the risks of fraud. In addition to the monitoring of Department for Work and 
Pensions (DWP) fraud referrals, the work will also include the monitoring of known and emerging/increasing fraud risks 
such as Council Tax discounts and exemptions; Council Tax Reduction Scheme awards; Business Rates; Disabled 
Badges; Insurance (slips and trips); Adult Social care payments, including direct payment awards etc.  

 In addition to managing the Assurance Officers, the Assurance Manager also supervises the existing Insurance Officers, 
reducing the overall direct reports to the Chief Internal Auditor.   

 The existence of a separate Benefit Fraud Investigation Team at the Council ceased on 1 June 2015 when responsibility 
for Housing Benefit fraud investigation was transferred to the Department for Work and Pensions (DWP) together with 
those Council staff involved in investigations and prosecutions. However, although there is no longer any dedicated and 
trained fraud investigators or prosecutors working for the Council, the Council works closely with DWP Single Fraud 
Investigation Service with a Special Point of Contact officer (SPOC) located within the Council’s Benefits Service.  The 
SPOC officer within the Council’s Benefits Service assists the DWP in obtaining information and calculating 
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overpayments. This does not involve the investigation of Housing Benefit, or recording overpayments due to fraud and 
error. This information is held by DWP.

7.2 Work Completed 

 Existing measures to prevent fraud and corruption are being strengthened with a review in August 2019 of the 2018 
CIPFA Fraud Risk Assessment. 

 A separate operational Fraud Risk Register is being developed to assess the Council’s overall vulnerability to fraud. 
This includes the reassessment current and new/emerging risks. 

 The Council Anti-Fraud, Bribery and Corruption Policy intranet page has been updated in August 2018, which outlines 
the Council’s approach to fraud, bribery and corruption across the four main areas of deterrence, prevention, detection 
and investigation provides guidance to staff/others in terms of reporting suspicions. The Policy will be presented to 
Cabinet for approval.

 At the request of the Chief Legal and Democratic Services Officer the Council’s constitution has been reviewed to 
include an updated section on counter fraud because of the ending of the Arvato contractual arrangements in October 
2018 and the transfer of the Housing Benefit fraud investigation service to the Department for Work and Pensions 
(DWP). 

 A number of site visits to other Council’s Corporate Fraud teams have been undertaken by the Chief Internal Auditor 
and the Assurance Manager to understand best practice with regard to developing and implementing robust counter 
fraud measures in Sefton.

 A review has been undertaken to review the stated effectiveness of the controls used to prevent Housing Benefit and 
Council Tax Reduction Fraud.  

 Preliminary checks of Council Tax discounts and exemptions has been undertaken by the Assurance Officers to assist 
in the development of a Fraud and Corruption Control Plan (detailing where controls to prevent fraud and error entering 
the Council Tax system will be improved as a result of risk assessment). 
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7.3 Developments 

A detailed action plan has been put in place by the Assurance Manager to ensure progress is being made with regard to 
Counter Fraud, which includes the following activities: -

 Develop a Counter Fraud Plan/ Strategy which will identify key roles/responsibilities within Council service 
areas/contractors. 

 Review resources to implement the Counter Fraud strategy.
 Arrange training/accreditation for investigating/assurance officers (potential to use the “Apprenticeship Levy”). 
 Prepare training and awareness across the Council. 
 Review the Council’s current “Anti-Fraud, Bribery and Corruption Policy” which outlines the Council’s commitment to 

creating an anti-fraud culture and maintaining high ethical standards in its administration of public funds.
 Complete report on ongoing NFI data matching exercise.
 Consider other data matching exercises (e.g. Adult Social Care, Mersey Travel concessionary passes).  
 Identify new/better data sharing initiatives.
 Identify organisations/partners to work closely with to prevent fraud risk (Joint Fraud Task Force). 
 Develop a Council wide approach to anti-fraud communication plan. 
 Consider joining North West Counter Fraud Pilot. 
 Review of other major fraud areas, for example Council Tax Reduction Scheme (CTRS); Blue Badges; Disabled Grants; 

Adult Social Care payments including Direct Payments. 
 Develop and agree a methodology to measure fraud losses.
 Provide an Annual report on key developments and changes in respect of counter fraud activity.
 Continue to monitor, review and update Fraud Risk Assessment. 
 Continue to monitor, review and update Fraud Risk Register. 
 Co-ordination of the Council’s work on the National Fraud Initiative (NFI) in which the Council is required by law to 

participate.
 Compilation of the Council’s return to the CIPFA Counter Fraud Tracker, which compares fraud detection levels with 

peers.
 Compilation of a Counter-Fraud Internal Audit Plan, which identifies a number of areas for proactive anti-fraud review 

for completion in 2019-20. 
 Investigation of referrals of suspected fraud and irregularity.
 Participate in National Fraud Awareness Week (November 2019).
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8. Looking Ahead

8.1 The development journey for the Service continues, with a number of key projects being undertaken to embed the role and 
influence of the team over the next quarter:

 The embedding of regular risk management review across the Council to ensure that Operational and Service Risk 
Registers are updated on a regular basis.  

 Define a draft risk management statement on appetite to be shared with Strategic Leadership Board. 

 Continued delivery of the Internal Audit Plan 2019/20, focusing attention on reviewing the key risks to the organisation, 
which will evolve as the Council changes.

 Building up Business Continuity Plans at Service level and the starting of limited testing of existing business continuity 
plans. 

 Delivery of the Health and Safety Risk Assessment Training for Managers.

 Implementing the Health and Safety Improvement Plan with a focus this quarter on risk assessment training and 
developing a health and safety training needs assessment.

 Developing the Council’s Counter Fraud approach firstly through improving governance before co-ordinating the 
approach across the Council’s service areas.

 Supporting the Framework for Change by providing audit advice and guidance on the risk and control issues emerging 
from the Public Sector Reform and economic development and strategic investment projects. 
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9. Conclusions 

9.1 Internal Audit has made promising progress in the completion of the Internal Audit Plan 2019/20 in the period partially due 
to the timely recruitment of a temporary Principal Auditor to backfill the secondment of the Post Holder to Audit Manager. 
Performance in respect of the agreement of recommendations and the feedback from clients has been particularly positive 
and reflects the value added by the Service. 

9.2 The Council’s accident record continues to be positive.  There is a significant workload of activities required to improve the 
health and safety management system over the next six months with the associated aim of improving management of health 
and safety risk. There remains a focus on establishing a clear system for gaining assurance of compliance across all Council 
buildings.

9.3 The new insurers are working closely with the Council and the transfer to the new providers has been successful. Current 
claims performance remains good.

9.4 Further work is planned to improve risk management within the Council by adopting enhanced risk management techniques 
and ensuring that there is an effective review of risk registers in place.

9.5 Progress has been made in embedding business continuity with a clear road map for the next six months. There are clear 
implementation plans in place across each of the service areas to deliver improvements which will result in improved 
services as well as an integrated risk and audit approach.

9.6 The recent addition of the Assurance Team into the wider Risk and Audit function has already lead to tangible improvement 
in the Council’s Counter Fraud arrangements firstly from the review of the existing governance arrangements.
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